
Vulnerability Scanning  
and Spyware Detection
Stay a step ahead of attackers by identifying vulnerabilities in  
your software and operating systems before they are exploited.  
Webroot is the only Web Security Service to include this  
powerful, extra layer of protection.

Vulnerability Scanner
Today’s web-based malware is commonly spread by exploiting known software 
and operating system vulnerabilities. Webroot Web Security Service helps you 
reduce risk by identifying these vulnerabilities before an attacker does. Scan 
endpoints directly from the Desktop Web Proxy (DWP) to identify known  
vulnerabilities including operating systems, browser versions, media players,  
office programs, and other installed software. In less than 15 seconds, the 
Webroot service can run more than 400 tests, and you can immediately view 
searchable test results that identify the risk severity.

Spyware Detection
Quickly detect more than 3500 types of common spyware infections that  
could put your corporate data at risk, such as malicious Trojans and keyloggers.  
In addition to monitoring outbound traffic from a system, Webroot now  
automatically analyzes the processes running on the user’s computer. Spyware 
detection is integrated into the vulnerability scanner, so you’ll receive a detailed 
spyware and vulnerability assessment for each machine tested.

benefits
�Mitigate risk with an in-depth  
defense strategy that rapidly detects 
weaknesses in your endpoint security

�Easily identify hundreds of  
software, operating system,  
and browser vulnerabilities

�Prevent data breaches by detecting 
over 3500 types of Trojans,  
keyloggers, and other malicious  
spyware infections

�Aggressively monitor your IT  
infrastructure without hindering  
user productivity

�Facilitate quick remediation with 
weekly, monthly, or ad-hoc scans that 
deliver results in under 15 seconds

�Save resources by eliminating the 
need to purchase and manage  
separate vulnerability scanners

Run more than 400  
vulnerability tests on:

�Browsers

�Operating systems

�Browser plug-ins

�Third-party applications

�Office programs

�Media players

�Instant messengers

�Microsoft components

Scan all products for vulnerabilities, or run a custom scan by selecting specific components.
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Simplified Management
With scans configured directly from the Policies tab of the Web 
Security Service Management Portal, the Webroot scanner saves 
you the time and hassle of managing a separate vulnerability 
scanner. Schedule weekly or monthly scans, or run immediate 
scans at any time. View results on the new Scan Results tab in the 
Management Portal. You can search and sort by machine, user, 
type of scan and number ofvulnerabilities, then drill down to view 
information about each machine or threat.

Fast Performance
The scanner’s installer is only 1.7 MB, keeping the DWP 
lightweight yet powerful. Scans take less than 15 seconds to 
run, with a complete analysis performed in the cloud. The 
scanner focuses on the programs most susceptible to malicious 
attacks, providing an extra layer of endpoint defense without 
impacting machine performance or hindering user productivity. 
Process information is uploaded to the cloud, where Webroot 
identifies vulnerabilities and centralizes results in a Web-based 
management portal.

About Webroot Web Security Service
Webroot Web Security Service provides better protection by 
blocking malware threats before they ever reach your network. 
Mobile employees receive the same high level of security  
they would back at the office. You can easily enforce Internet 
use policies, track web trends, and secure your network against 
viruses, spyware, phishing and data loss. And with no hardware  
or software to manage, your IT team saves time and money.

Search and sort your scan results, or generate a PDF 
report with a single click.

Webroot is a global company with a history of delivering innovative security solutions to millions of businesses and consumers. Our 
best-of-breed technology has won numerous awards and our SaaS solutions protect over three million users worldwide. As one 
of the largest privately held companies in the Security SaaS market, Webroot has multiple data centers and support offices across 
the US, Europe, Japan and Australia. To guarantee the highest level of service, all Webroot Security Services are backed by local 
technical support teams and Service Level Agreements (SLAs) that are among the best in the business.

See the benefits for yourself!
To schedule a free trial or demo, call 866.915.3208, or visit www.webroot.com/business.

Why Webroot?

Schedule weekly or monthly scans from the Policies tab of 
your Web Security Management Portal.
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